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Networked Vehicular Technology 

 

Abstract 

SAFERtec proposes a flexible and efficient assurance framework for security and trustworthiness 

of Connected Vehicles and Vehicle-to-X (V2X) communications aiming at improving the cyber-

ǇƘȅǎƛŎŀƭ ǎŜŎǳǊƛǘȅ ŜŎƻǎȅǎǘŜƳ ƻŦ άŎƻƴƴŜŎǘŜŘ ǾŜƘƛŎƭŜǎέ ƛƴ 9ǳǊƻǇŜΦ ¢ƘŜ ǇǊƻƧŜŎǘ ǿƛƭƭ ŘŜƭƛǾŜǊ ƛƴƴƻǾŀǘƛǾŜ 

techniques, development methods and testing models for efficient assurance of security, safety 

and data privacy of ICT related to Connected Vehicles and V2X systems, with increased 

connectivity of automotive ICT systems, consumer electronics technologies and telematics, 

services and integration with 3rd party components and applications. The cornerstone of 

SAFERtec is to make assurance of security, safety and privacy aspects for Connected Vehicles, 

measurable, visible and controllable by stakeholders and thus enhancing confidence and trust in 

Connected Vehicles. 
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Executive Summary  

The objective of SAFERtec is to design and validate a flexible security assurance framework for 

/ƻƴƴŜŎǘŜŘ ±ŜƘƛŎƭŜǎΦ  ¢ƻǿŀǊŘǎ ǘƘŀǘ ŜƴŘΣ ²tп ŘŜǾŜƭƻǇ ŀƴŘ ƛƴǘŜƎǊŀǘŜ ǘƘŜ ΨŎƻƴƴŜŎǘŜŘ ǾŜƘƛŎƭŜ ǎȅǎǘŜƳΩ 

ǘƻ ŜƴŀōƭŜ ǘƘŜ ŦǊŀƳŜǿƻǊƪΩǎ ǾŀƭƛŘŀǘƛƻƴΦ ¢ƘŜ ŀƛƳ ƻŦ ǘƘƛǎ ŘŜƭƛǾŜǊŀōƭŜ ƛǎ ǘƻ ǇǊŜǎŜƴǘ ǘƘŜ ²tп ǎǇŜŎƛŦƛŎŀǘƛƻƴ 

work; namely, to (1) design and specify the SAFERtec hardware and software architectures, including 

relevant components, communication means and interfaces, for the reference connected vehicle 

system; and (2) introduce the motivation and rationale for the design and specification decisions 

made on each part of the envisioned and designed architecture. 

In order to properly design and specify the connected vehicle system, all requirements and needs 

emerging from the use cases of interest for the SAFERtec project, detailed in the Deliverable D2.1 

ά/ƻƴƴŜŎǘŜŘ ±ŜƘƛŎƭŜ ¦ǎŜ /ŀǎŜǎέ όaсύ, have been considered and summarized in the initial sections of 

this deliverable, aiming at highlighting aspects that are relevant for the architecture design choices. 

From a practical point of view, the reference connected system designed and specified in this 

ŘŜƭƛǾŜǊŀōƭŜ ǿƛƭƭ ōŜ ƛƳǇƭŜƳŜƴǘŜŘ ŀƴŘ ǊŜŀƭƛȊŜŘ ŀƭƻƴƎ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǇǊƻƧŜŎǘ ǘŀǎƪǎΥ ¢пΦн όά±н· I² ϧ {² 

ƳƻŘǳƭŜέύΣ ¢пΦо όάLƳǇƭŜƳŜƴǘŀǘƛƻƴ ƻŦ w{¦ ǎȅǎǘŜƳ ό/ƻƳǇƻƴŜƴǘκ{ȅǎǘŜƳ [ŜǾŜƭέύΣ ŀƴŘ ¢пΦп 

όάLƳǇƭŜƳŜƴǘŀǘƛƻƴ ƻŦ оrd Party ApplƛŎŀǘƛƻƴǎ ŀƴŘ {ŜǊǾƛŎŜǎέύΦ ¢ƘƻǎŜ ǘƘǊŜŜ ǘŀǎƪǎ ǿƛƭƭ ōŜ ŘŜǘŀƛƭŜŘ ƛƴ 

5ŜƭƛǾŜǊŀōƭŜ 5пΦн όάaƻŘǳƭŜǎ ŀƴŘ !ǇǇƭƛŎŀǘƛƻƴǎ ƻŦ /ƻƴƴŜŎǘŜŘ ±ŜƘƛŎƭŜέ ς M20) while the work of the 

Ŧƛƴŀƭ ¢пΦр όά/ƻƴƴŜŎǘŜŘ ±ŜƘƛŎƭŜ {ȅǎǘŜƳ LƴǘŜƎǊŀǘƛƻƴέύ ǿƛƭƭ ōŜ ǊŜǇƻǊǘŜŘ ƛƴ 5ŜƭƛǾŜǊŀōƭŜ 5пΦо όάLƴǘŜƎǊŀtion 

ƻŦ /ƻƴƴŜŎǘŜŘ ±ŜƘƛŎƭŜ {ȅǎǘŜƳέ ς M22). 

The herein introduced architecture of the connected vehicle system will be (later) considered in the 

ǇǊƻƧŜŎǘ ǘŀǎƪ ¢рΦо όά/ƻƳǇƻǎƛǘŜ 9ǾŀƭǳŀǘƛƻƴέύΣ ǘƻ ōŜ ŘŜǎŎǊƛōŜŘ ƛƴ ǘƘŜ ŘŜƭƛǾŜǊŀōƭŜ 5рΦп όά/ƻƳǇƻǎƛǘŜ 

Evaluation of SAF9wǘŜŎ !ǎǎǳǊŀƴŎŜ CǊŀƳŜǿƻǊƪές aосύ ƻŦ ²tр όά!ǎǎǳǊŀƴŎŜ CǊŀƳŜǿƻǊƪ 9ǾŀƭǳŀǘƛƻƴέύΦ  

The prescribed connected vehicle system, hence, will provide the means towards the evaluation of 

the SAFERtec assurance framework.  

The present deliverable is mostly meant as a guideline for the implementation of hardware and 

software components of the reference connected system considered in SAFERtec. The starting point 

is a summary of requirements and technical aspects about the use cases of interest for SAFERtec. 

Then, the envisioned overall connected system architecture is presented. Subsequently, security 

aspects involved in vehicular communications are reported and summarized in terms of state-of-the-

art. All relevant (hardware and software) components, communication interfaces and protocols are 

then detailed while associated risks and relevant mitigation plans are detailed in the Appendix A1. 

Finally, the conclusions of the final section summarize the deliverable content and highlight relevant 

points of the deliverable content. 
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1. Introduction  

 ¢ƘŜ ǇǊŜǎŜƴǘ 5ŜƭƛǾŜǊŀōƭŜ 5пΦм ŜƴǘƛǘƭŜŘ ά{ǇŜŎƛŦƛŎŀǘƛƻƴǎ ƻŦ /ƻƴƴŜŎǘŜŘ ±ŜƘƛŎƭŜ {ȅǎǘŜƳέΣ ŀǎ ǇŀǊǘ ƻŦ ǘƘŜ 

²tп ǿƻǊƪ ƻƴ ǘƘŜ ά/ƻƴƴŜŎǘŜŘ ±ŜƘƛŎƭŜ {ȅǎǘŜƳέ ǇǊŜǎŜƴǘǎ ǘƘŜ ƻǳǘŎƻƳŜ ƻŦ ǘƘŜ ǘŀǎƪ ¢пΦм ά/ƻƴƴŜŎǘŜŘ 

±ŜƘƛŎƭŜ {ȅǎǘŜƳ {ǇŜŎƛŦƛŎŀǘƛƻƴǎέΦ ¢ƘŜ ŘŜƭƛǾŜǊŀōƭŜ ŘŜǎŎǊƛōŜǎ ǘƘŜ ŘŜsign, the architecture and 

specifications of a reference connected vehicle system.  This designed reference system is to realize 

the use cases of interest of the SAFERtec project that are described in the deliverable D2.1 

όά/ƻƴƴŜŎǘŜŘ ±ŜƘƛŎƭŜ ¦ǎŜ /ŀǎŜǎέ ς M6). 

In more detail, this deliverable specifies the architecture and all the involved components (e.g., 

embedded devices, on/off-board units, and vehicle networks) of the three main actors constituting 

the connected vehicle system: the vehicle (platform), the road side unit and the cloud infrastructure. 

Furthermore, it sheds some light on the involved public-key encryption and certificates needed to 

secure the exchange of data.  Detailed descriptions of the hardware components and software 

modules available in the connected vehicle system are provided together with brief mentions to the 

adopted communication mean (ITS G5 and cellular technology) and the adopted (in-vehicle) 

communication protocols (with relevant security controls highlighted). Finally, the interfaces to 

facilitate the communication between all above modules and the hosted applications are introduced 

in this deliverable. In the Appendix A1 we elaborate on the risks that pertain to the architecture and 

technologies we herein proposed. We roughly estimate the possibility of their occurrence, assess 

their impact and highlight mitigations plans for each of the identified risks. 

 

1.1 Purpose of the Document 

The document seeks to specify and design both the hardware and software architecture of the 

referenŎŜ {!C9wǘŜŎΩ ŎƻƴƴŜŎǘŜŘ ǾŜƘƛŎƭŜ ǎȅǎǘŜƳ ǘƘŀǘ ǿƛƭƭ ōŜ ǳǎŜŘ ǘƻ ǊŜŀƭƛȊŜ ǘƘŜ ǇǊƻƧŜŎǘ ǳǎŜ ŎŀǎŜǎ ŀƴŘ 

furthermore validate the proposed assurance framework. In more detail, the document the design 

and the specifications of the in-vehicle, the road side unit and the 3rd party cloud infrastructure 

architecture as well as the way in which these components (of the connected vehicle system) 

communicate. 

1.2 Intended readership 

Besides the project reviewers, this deliverable is addressed to any interested reader (i.e., PU 

dissemination level). 

1.3 Inputs from other projects 

No input from other projects was considered during the compilation of this deliverable.  

1.4 Relationship with other SAFERTEC deliverables 

! ŘŜǇŜƴŘŜƴŎȅ ŜȄƛǎǘǎ ōŜǘǿŜŜƴ ǘƘƛǎ ŘŜƭƛǾŜǊŀōƭŜ ŀƴŘ ǘƘŜ ŘŜƭƛǾŜǊŀōƭŜ 5нΦмΣ ά/ƻƴnected Vehicle Use 

/ŀǎŜǎέ όaсύΣ ǊŜƭŀǘŜŘ ǘƻ ²tн όάwŜŦŜǊŜƴŎŜ aƻŘŜƭƭƛƴƎ ŀƴŘ wŜǉǳƛǊŜƳŜƴǘǎέύΦ ¢ƘŜ ŘŜƭƛǾŜǊŀōƭŜ 5нΦм 

details the use cases of interest for the SAFERtec project that have to be realized by means of the 
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reference connected vehicle system which is specified and designed in this deliverable. Relevant 

aspects about such use cases are summarized in Section 3 of this deliverable (see below).  

¢ƘŜ ŎƻƴǘŜƴǘ ƻŦ ǘƘƛǎ ŘŜƭƛǾŜǊŀōƭŜ ǿƛƭƭ ƛƳǇŀŎǘ ƻǘƘŜǊ ŘŜƭƛǾŜǊŀōƭŜǎ ƻŦ ǘƘŜ ²tп όά/ƻƴƴŜŎǘŜŘ ±ŜƘƛŎƭŜ 

SystemέύΦ Ln fact, it designs and specifies the reference system that will be physically realized in D4.2 

όάaƻŘǳƭŜǎ ŀƴŘ !ǇǇƭƛŎŀǘƛƻƴǎ ƻŦ /ƻƴƴŜŎǘŜŘ ±ŜƘƛŎƭŜέ ς aнлύ ŀƴŘ ƛƴǘŜƎǊŀǘŜŘ ƛƴ 5пΦо όάLƴǘŜƎǊŀǘƛƻƴ ƻŦ 

/ƻƴƴŜŎǘŜŘ ±ŜƘƛŎƭŜ {ȅǎǘŜƳέ ς M22). Additionally, this deliverable will also impact the deliverable 

5рΦп όά/ƻƳǇƻǎƛǘŜ 9Ǿŀƭǳŀǘƛƻƴ ƻŦ {!C9wǘŜŎ !ǎǎǳǊŀƴŎŜ CǊŀƳŜǿƻǊƪές M36), related to WP5 

όά!ǎǎǳǊŀƴŎŜ CǊŀƳŜǿƻǊƪ 9Ǿŀƭǳŀǘƛƻƴέύ ǎƛƴŎŜ ƛǘ ŘŜǎƛƎƴǎ ŀƴŘ ǎǇŜŎƛŦƛŜǎ ǘƘŜ ǊŜŦŜǊŜƴŎŜ ǎȅǎǘŜƳ ǘƘŀǘ ǿƛƭƭ 

serve as the basis for the assurance framework evaluation tasks.  
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2. Connected Vehicle System  

The advent of ICT technologies and the spreading of digital computers have completely changed the 

way we live and interact. The number of services enabled by such technological artefacts is pushing 

the digitalization of vehicles and interconnection of vehicles giving rise to the emerging paradigm of 

ά/ƻƴƴŜŎǘŜŘ ǾŜƘƛŎƭŜ ǎȅǎǘŜƳǎέΦ ¢ƘŜ ŎƻƴƴŜŎǘŜŘ ǾŜƘƛŎƭŜ ǎȅǎǘŜƳ Ŏŀƴ ōŜ ǇŜǊŎŜƛǾŜŘ ŀǎ ŀ ŘȅƴŀƳƛŎ /ȅōŜǊ-

physical system comprised by highly-equipped infrastructure-connected vehicles with numerous 

third-party components.  

The involved connected vehicles can dynamically retrieve information on road events/conditions, 

such as traffic data or weather conditions and thus, significantly improve driving safety and 

efficiency. Having in place a communication channel between vehicles and infrastructure enables 

the deployment of totally new services utilizing information collected by the infrastructure (or other 

peer-vehicles). Eventually, vehicles will no-longer act as isolated actors; they will be for instance 

enabled to cross intersections without the need of traffic lights or human intervention and/or exploit 

notifications received by dedicated infrastructure (or peer-vehicles) towards better traffic 

management. 

In upcoming or near-future driving scenarios, the need to perform more complex manoeuvres 

without the driver intervention would require taking the control of engine, braking and steering 

ǎȅǎǘŜƳǎ ŦǊƻƳ ǘƘŜ ŘǊƛǾŜǊǎΩ command. These new capabilities clearly incǊŜŀǎŜ ǘƘŜ ǾŜƘƛŎƭŜǎΩ ŀǘǘŀŎƪ 

surface and may realize new dangers in terms of safety and privacy for the drivers. The connected 

vehicles would expose the in-vehicle systems (i.e., dedicated V2X hardware and applications) to 

remote attacks at distances that can range from several meters (through Bluetooth and Wi-Fi) to 

hundreds of meters (with DSRC/ITS-G5 technology) or even under an unlimited range (with the 

cellular connectivity).  

In view of the numerous security solutions that become relevant under this paradigm, SAFERtec will 

lay the basis for assessing the confidence that the involved security needs are fulfilled. It will 

propose a flexible and efficient assurance framework for security and trustworthiness of connected 

vehicles and V2I communications. The way to realize an instance of the considered connected 

vehicle system όǘƘŀǘ ǿƛƭƭ ǎŜǊǾŜ ŀǎ ǘƘŜ ōŀǎƛǎ ŦƻǊ ǘƘŜ ŦǊŀƳŜǿƻǊƪΩǎ ǾŀƭƛŘŀǘƛƻƴύ will be discussed in the 

following sections of the document. 
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3. {!C9wǘŜŎΩǎ ǳǎŜ ŎŀǎŜǎ 

The SAFERtec selected use-cases are the starting-point for this deliverable. The project has carefully 

selected a set of automotive use cases on the basis of safe-criticality, usefulness and problem-

tractability (see D2.1 for detailed comments on the selection criteria). Having these use-cases 

realized using a prototype vehicle, dedicated (short and long range V2X communication technology 

and RSU) hardware as well as a number of relevant applications (e.g., infotainment, cloud-based 

etc.), the project seeks to create a realistic environment to test and validate the introduced security 

assurance framework.    

Out of numerous instances of V2I communications the project will focus on a limited yet challenging 

ǎŜǘ ǘƘŀǘ Ƴŀȅ ŜƛǘƘŜǊ ƛƴǾƻƭǾŜ ǘƘŜ ǾŜƘƛŎƭŜΩǎ ŎƻƳƳǳƴƛŎŀǘƛƻƴ ŜƛǘƘŜǊ with an RSU- or with a cloud-based 

service (see Figure 1 for indicative illustrations). An effort to identify use-cases that lend to both 

types of V2I communications (i.e., RSU and cloud) has been taken. Their comparative study can 

provide the project with useful hints on the way that different communication technologies 

influence the involved levels of security assurance. 

 

 

Figure 1: Indicative illustration of the SAFERtec use-cases: (a) optimal driving speed advice, (b) provision of real-time 
information, (c) priority request and (d) cloud-based route planning 

When the above use-cases are considered under a WP4-specifications standpoint, then a number of 

requirements become relevant for the connected vehicle system architecture; they are highlighted 

in the following sub-sections together with a brief presentation of the involved scenario realised in 

the corresponding use-case. A detailed description of each SAFERtec use-case together with 

explanatory diagrams of all involved entities and communication means, appear in the deliverable 

5нΦм όά/ƻƴƴŜŎǘŜŘ ±ŜƘƛŎƭŜ ¦ǎŜ /ŀǎŜǎ ŀƴŘ IƛƎƘ [ŜǾŜƭ wŜǉǳƛǊŜƳŜƴǘǎύΦ Lƴ ǘƘŜ ŦƻƭƭƻǿƛƴƎ ǿŜ ǎƘƻǊǘƭȅ 

introduce the SAFERtec use cases by mainly highlighting relevant requirements. 
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3.1 The Optimal Driving Speed Advice 

The first SAFERtec use-case relates to informative messages received by the connected vehicle and 

used for more efficient and safe mobility. A traffic light status can be digitally communicated to the 

connected vehicles either through short-range communication (V2X, V2I) protocols or cellular 

connectivity (see Figure 1 - a), utilizing cloud-based services. Relevant messages may contain 

intersection geometry and signal identifiers as well as timing information for each light signal. Using 

this information, vehicles may calculate the behavior for the traffic light phases in their path (and 

compute an appropriate speed at which the vehicle will reach the intersection at the beginning of 

the next green phase).   

The considered use-case requires: 

¶ The vehicle to be able to establish communication channels with the infrastructure  

¶ The RSU and cloud-based services to be enabled to transmit relevant messages (SPaT, MAP, 

TPEG-encoded messages) 

¶ The connected vehicle to receive the above messages and to enable an appropriate process 

for them 

¶ Dedicated software (i.e., Vehicle Safety Application) to trigger a relevant notification (that 

will include all needed information e.g., optimal speed) 

¶ A relevant directive/notification to be projected to the driver (through an HMI system). 

 

3.2 Provision of Real-Time Traffic-hazard information 

The second selected use-case includes the retrieval of real-time warnings and traffic-flow 

information which typically takes place on motorways, major roads and/or central inter-city routes. 

There, a connected vehicle may receive V2X based information on hazardous road events either 

from an RSU or alternatively use cloud-based services (see Figure 1 - b). 

Road events such as a traffic jam or hazardous incidents can be detected by traffic management 

centers or cloud-based intelligence and a relevant notification can be available at the RSU or cloud 

server. The use-case is realized when the ITS system (which avails the information) establishes a 

connection with the connected vehicle (and the appropriate in-vehicle application). 

The considered use-case requires: 

¶ A road event can be detected by the infrastructure  

¶ The vehicle to be able to establish communication channels with the infrastructure (i.e., RSU 

or cloud-based services) and the available OBU to receive relevant messages (e.g., DENM) 

published by the infrastructure  

¶ Dedicated software processes to control and verify the (DENM or TPEG-encoded) messages 

and trigger a relevant notification (if the information is relevant for the ego-vehicle) 



 

 

 
    D4.1 ς Specification of Connected Vehicle System 

 

 

 

¢Ƙƛǎ ǇǊƻƧŜŎǘ Ƙŀǎ ǊŜŎŜƛǾŜŘ ŦǳƴŘƛƴƎ ŦǊƻƳ ǘƘŜ 9ǳǊƻǇŜŀƴ ¦ƴƛƻƴΩǎ IƻǊƛȊƻƴ нлнл 
research and innovation programme under grant agreement no 732319 

Page 14 of 69 

 
 

¶ The relevant real-time traffic (V2X-based or TPEG-encoded) warnings to be projected to the 

driver (through an HMI system). 

 

3.3 Priority request in intersection crossing 

The priority (of emergency vehicle) in crossing an intersection can be digitized and thus become 

safer and more efficient. The priority can be requested and assigned by some responsible entity to 

the appropriate (emergency) vehicle while the rest (of the involved vehicles) can be notified to give 

priority. This scenario (see Figure 1 - c) constitutes the third SAFERtec use-case which is expected to 

involve an RSU-vehicle communication type.   

A local central ITS Station can maintain a registry of connected vehicles in its area of control. The 

emergency vehicle will communicate its priority request to the local ITS station which subsequently 

communicates the right to drive for each lane to all vehicles (via a SPaT message)  

The considered use-case requires: 

¶ An ITS station and RSU back-end to avail and process information of connected vehicles 

approaching the intersection   

¶ An emergency vehicle to be able to request priority rights (to the local ITS station)  

¶ The RSU and back-end functionality to support priority assignment and communication of 

the corresponding priority (SPaT) messages 

¶ The relevant acknowledgment (for granted priority rights) to be sent to the vehicle and 

projected to the driver (through an HMI system). 

 

3.4 Privacy-preserving route planning and navigation  

The last considered use-case relates exclusively to the use of cloud-based services and it is selected 

especially for the privacy issues that are involved. The scenario protocol (see Figure 1 - d) includes 

the selection of a destination by the user. This may become possible employing a web or smart-

phone application. Then, a navigation device in the car is synchronized by a cloud-based service to 

provide the driver with a suggested route.  

The considered use-case requires: 

¶ A web or smart phone application to communicate with the dedicated cloud-service 

¶ Cellular connectivity in order for the in-vehicle navigation application to import the selected 

route  

¶ Dedicated software (infotainment or other HMI application) to provide the driver with the 

relevant directives/information (e.g., route and real-time traffic situation) through the 

dedicated navigation device  

¶ !ƭƭ ŀōƻǾŜ ƛƴŦƻǊƳŀǘƛƻƴ Ŧƭƻǿ ǘƻ ǊŜǎǇŜŎǘ ŎŜǊǘŀƛƴ ǇǊƛǾŀŎȅ ǊŜǉǳƛǊŜƳŜƴǘǎ όŦƻǊ ǘƘŜ ǳǎŜǊΩǎ Řŀǘŀύ  
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The following sections of the deliverable will detail the SAFERtec connected vehicle system and how 

the proposed architecture is designed to meet the use-ŎŀǎŜǎΩ ǊŜǉǳƛǊŜƳŜƴǘǎΦ 

4. High-level view of the Connected Vehicle System 

The use cases discussed in the previous section (Sect. 3 - ά{!C9wǘŜŎΩǎ ǳǎŜ ŎŀǎŜǎέύ foreseen two 

channels of communication: 

¶ V2V/V2I ς Vehicle to Vehicle and Vehicle to Infrastructure communication based on ETSI ITS-G5 

The European Telecommunications Standards Institute ς ETSI (see (ETSI, 2017) and (ETSI 

Automotive Intelligent Transport Systems, 2017) for additional details) defines the European set 

of protocols and parameters based on the IEEE 802.11p standard, the short-range Wi-Fi standard 

(based on the IEEE 802.11 standard) for vehicular communication that supports low latency 

communication between vehicles and infrastructure enabling safety-related, time-crucial 

cooperative ITS applications. The communication between these actors held in license free 

bandwidth without the need of any centralized infrastructure. The authenticity, integrity and 

authorization check of the messages is required to perform reliable cooperative awareness 

applications. The standard concerns a connection with a Security Management System allowing 

vehicles to sign and verify the messages by mean of certificates emitted from a trusted 

authority. The communication channel for the update of the certificates can be the traditional 

Wi-Fi or the cellular connectivity and shall be renewed periodically (tentatively on yearly basis). 

Internet connectivity is required just for certificate update not for signing or verifies the 

messages. The same channel could be used also the send over the air updates and update of 

untrusted vehicles. 

¶ Cloud Connectivity 

The evolution of tablet and smartphones together with the almost diffused availability of cellular 

connectivity allowed the proliferation of several services into automotive world, such as parking 

availability services, traffic information services, and electronic payment applications, among 

others. The number of services is growing day by day but usually they were not designed to deal 

with automotive safety concerns therefore they are the preferred way to perform attacks to 

vehicle equipment. 

In Figure 2 is reported the architecture of the vehicle and all the actors involved in the 

communication. 
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Figure 2: Vehicle connected to the world. 

The vehicles (V2X generic nodes) are able to exchange information about their position, trajectories 

ŀƴŘ ƻƴ ǎƻƳŜ ŜȄǘŜƴǘ ƻŦ ŘǊƛǾŜǊǎΩ ƛƴǘŜƴǘƛƻƴs (i.e. turn indicators status, acceleration, engaged brake, 

and so on) via ITS-G5 protocol. The infrastructure can install some Road Side ITS Stations (R-ITS-S) to 

collect the same information from the vehicles and vice-versa to disseminate data regarding 

dynamic changes of normal road rules: changes of speed limit or road geometry (due to roadwork or 

any other event) or to disseminate time-varying information such as the traffic-lights phases. The 

Roadside ITS station (R-ITS-S) are controlled by a management center (Central ITS Station or C-ITS-S) 

through wired network or cellular connection; in this way the road operators can collect real-time 

information from the vehicle equipped with ITS-G5 connectivity and can also disseminate specific 

warnings in case of danger. As an example, the approaching emergency vehicle could change the 

traffic-light phases to prevent vehicles from accessing an intersection. The ITS-G5 channel has been 

designed keeping in mind the security constraints therefore there is not additional need to design 

specific data protection for these messages. The vehicle requires to be connected to the cloud to 

access to other information: the certificates necessary to sign the V2X messages shall be periodically 

updated. The certificates shall be downloaded from the Security Management System via Wi-Fi or 

cellular connectivity. This communication is available from Car2Car ς Communication Consortium 

service but the process is not standardized yet. 

In addition there are some other cloud-based services: the vehicle can retrieve live information 

relevant to navigation services (such as live traffic information) from the TomTom cloud via cellular 

ŎƻƴƴŜŎǘƛǾƛǘȅΤ ƛƴ ŀŘŘƛǘƛƻƴ ǘƻ ǘƘŀǘ ƛǘΩǎ ŀƭǎƻ ǇƻǎǎƛōƭŜ ǘƻ ǊŜǘǊƛŜǾŜ Řŀǘŀ ŦǊƻƳ ǘƘŜ /-ITS-S via cellular 

connectivity. Not only can a connected vehicle retrieve information from live online services, it can 

also accŜǎǎ ŎƭƻǳŘ ǎŜǊǾƛŎŜǎ ǘƻ ǎǘƻǊŜ ŘŀǘŀΦ ! ŘǊƛǾŜǊΩǎ ǇǊƻŦƛƭŜΣ favorite destinations or driven itineraries 
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may be stored in TomTomΩǎ cloud services. The current destination may be synchronized from the 

ǾŜƘƛŎƭŜΩǎ ƴŀǾƛƎŀǘƛƻƴ h.¦ ǘƻ ŀ ŎƻƳǇŀƴƛƻƴ ŀǇǇƭƛŎŀǘƛƻƴ ōŜƛƴƎ Ǌǳƴ ƛƴ ǘƘŜ ŘǊƛǾŜǊΩǎ ǎƳŀǊǘǇƘƻƴŜΦ ¢Ƙƛǎ 

information is highly privacy-sensitive. Additionally, there is not a uniquely recognized 

authentication system or API to register to these services therefore the security assessment is 

necessary to protect the car from possible attacks.   
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5. Detailed view of the Connected Vehicle System 

This section describes the in-vehicle components that allow the proper implementation of the 

connected vehicles. Typically on-board-unit (OBUs) are connected to one or more Controller Area 

Network (CAN bus) following the standards ISO 11898-1 and ISO 11898-2 (Kvaser, 2017). In the 

network there is all the information that the vehicle collects from its sensors: accelerations, speed, 

brake engagements, ABS and ESC triggering, diagnostic data, and so on. The CAN bus is characterized 

by broadcast communication: the source, the destination and the content of the messages is not 

classified by any headers. The OBUs identifies the relevant messages basing on known message 

structure. In the modern vehicle these packets are the input source to perform autonomous 

activation of braking or steering wheel in order to provide ADAS functionality. The introduction of 

connected vehicles represents a new threat for this system in terms of security: without the 

connectivity an attacker attempting to get the control of the vehicle shall physically access the car to 

compromise the actuation systems (such as the braking system or longitudinal and lateral 

controller).  For this reason, OEMs are introducing into their vehicle networks CAN gateway modules 

to isolate the OBUs with safety functionality from the one with remote interactions.  In addition to 

that, this node can also monitor the traffic between the two CAN bus to detect anomalies into 

normal workload. 

In the current project the V2X OBU, the HMI Android and the Safety Application components are 

connected to external source of information therefore they have been placed into a dedicated CAN 

bus beyond the vehicle CAN network. Standard Ethernet network (IEEE 802.3) is also available to 

connect these boards since some use-cases require cloud-connectivity to obtain updates or 

information from remote services. Concerning the interaction with the driver there are two possible 

HMIs available, both solutions are based on Android implementation: the integrated Android-HMI 

Head-Unit and the applications running into Android smartphone connected to car Wi-Fi. The main 

difference between the two HMI is that the Head-Unit can read hazard messages or sensor data 

directly from the dedicated CAN bus. In Figure 3 is reported the in-vehicle architecture with the 

description of each module right below. 
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Figure 3 In-vehicle components. 

In the SAFERTEC prototype there are the following OBUs connected with external components: 

¶ CAN Gateway 

The CAN Gateway module is responsible to provide the vehicle signals necessary to the V2X OBU 

to generate the CAM messages. The module is equipped with two CAN networks in order to 

provide isolation between the connected components and the internal automated vehicle OBUs. 

The first one is connected to the internal vehicle CAN bus, here circulate the dynamic 

information of the vehicle such as speed, accelerations, steering wheel angle, and so on. The 

CAN gateway filter out the V2V relevant signal convert them into a new message database 

available to the V2X OBU, these messages are finally sent out to the dedicated CAN bus. No 

communication from the dedicated CAN bus into the internal CAN network is required for the 

selected use-cases. The CAN Gateway will also check anomalies of CAN traffic to detect 

anomalies to the expected data-flow.   

¶ V2X OBU: Vehicle To Everything On Board Unit 

This unit is responsible of the ITS-G5 communication. As reported in Section 4 όά5ŜǘŀƛƭŜŘ ǾƛŜǿ ƻŦ 

ǘƘŜ /ƻƴƴŜŎǘŜŘ ±ŜƘƛŎƭŜ {ȅǎǘŜƳέύ the vehicle will communicate with authorized users only and 

with well-defined messages that the vehicles and the infrastructure are authorized to transmit. 
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The ITS-G5 standard is design to guarantee the integrity and authenticity of all the messages. 

The security stack of the V2X module requires certificates to sign and verify the V2X messages, 

for this reason the module is connected to the Ethernet HUB. Certificates can be downloaded 

from internet network, via Wi-Fi or 3G/4G cellular connectivity, or can be retrieved offline from 

PC or smartphone application. The ŎƻƴƴŜŎǘƛƻƴ ƛǎ ǎǇƻǊŀŘƛŎΥ ƛǘΩǎ ƴƻǘ ƴŜŎŜǎǎŀǊȅ ǘƻ ōŜ Ŏƻƴǘƛƴǳƻǳǎƭȅ 

connected to the Security Management Component. 

The messages sent from the V2X OBU must be fed with the vehicle dynamic data; these data are 

generated from the vehicle sensors and are available into the vehicle CAN bus. Since the V2X 

node could be connected to the external agents it cannot access directly to these signals but 

must get access to them through a CAN gateway. The CAN gateway is responsible to filter out 

the signals that are necessary to the V2X OBU from all the other CAN messages available into the 

vehicle network. In addition to that it can also perform an abstraction of the original data into a 

different data format to hinder the original structure. The V2X OBU can also write CAN messages 

into the dedicated CAN bus: these messages can be used from the HMI Head Unit or the Safety 

APP module to interact with the driver or to develop the specific safety application. 

¶ Android HMI, Head Unit: Human Machine Interface 

This module represents the interface of the vehicle with the driver. In case of dangers due to a 

possible collision it may trigger an acoustic signal or display some hazard lights into the 

infotainment display. The HMI can also provide infotainment service such as the satellite 

navigation or, for instance, the parking availability service. In modern vehicles, this node could 

host a Wi-Fi access point and Bluetooth to communicate ǿƛǘƘ ǎƳŀǊǘǇƘƻƴŜ ŀǇǇƭƛŎŀǘƛƻƴǎΦ LǘΩǎ ŀƭǎƻ 

growing the cellular connectivity availability to obtain dynamic update about traffic conditions, 

point of interests or specific services (like, e.g., parking availability or gasoline prices). The 

ŎŜƭƭǳƭŀǊ ŎƻƴƴŜŎǘƛǾƛǘȅ ƛǎ ǇŀǊǘƛŎǳƭŀǊƭȅ ŎǊƛǘƛŎŀƭ ŦǊƻƳ ŀ ǎŜŎǳǊƛǘȅ Ǉƻƛƴǘ ƻŦ ǾƛŜǿ ǎƛƴŎŜ ƛǘΩǎ ǘƘŜ ƻƴƭȅ 

channels that allow to remotely access to the car everywhere seamlessly without the need to 

physically access the car or to close follow the driver. Traditionally the HMI is installed into the 

head unit where the user can interact to customize the vehicle behavior and ADAS systems 

therefore this module is connected the CAN bus. For the reasons mentioned above the HMI 

module is heavily exposed to attackers, more than any other OBU into the vehicle. 

¶ Safety Application 

This module collects the data obtained from the V2X OBU and identifies if any danger could arise 

ŦǊƻƳ ǘƘŜ ǎǳǊǊƻǳƴŘƛƴƎ ǾŜƘƛŎƭŜǎΦ ¢Ƙƛǎ ƳƻŘǳƭŜ ŘƻŜǎƴΩǘ ǊŜǉǳƛǊŜ ŀŎŎŜǎǎ ǘƻ ǘƘŜ ƻǊƛƎƛƴŀƭ ǾŜƘƛŎƭŜ 

network: it just communicates with the V2X OBU and the HMI. Potentially could benefit with the 

connection to the Ethernet HUB to trigger specific warnings to the HMI module or to external 

users (call the rescue in case of breakdown or any other issue). 

¶ Ethernet Gateway 



 

 

 
    D4.1 ς Specification of Connected Vehicle System 

 

 

 

¢Ƙƛǎ ǇǊƻƧŜŎǘ Ƙŀǎ ǊŜŎŜƛǾŜŘ ŦǳƴŘƛƴƎ ŦǊƻƳ ǘƘŜ 9ǳǊƻǇŜŀƴ ¦ƴƛƻƴΩǎ IƻǊƛȊƻƴ нлнл 
research and innovation programme under grant agreement no 732319 

Page 21 of 69 

 
 

The V2X OBU and the Safety APP OBU require the internet connectivity to access to remote 

services or to retrieve updates. The project requires also a connection with a smartphone to 

communicate with the driver. For these reasons the vehicle is equipped with standard IEEE 802.3 

Ethernet gateway (not Automotive Ethernet) which provides also Wi-Fi and 3G/4G cellular 

connectivity. The OBUs in specific use-case can exchange information via TCP/IP or UDP streams 

but the traffic shall be regulated by proper isolation/security mechanism (e.g., see Section 8). 
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5.1 In-vehicle architecture  

A V2X Software Stack is a piece of software, which enables a system to transmit V2X (Vehicle to 

Vehicle/Roadside/etc.) messages using standardized protocols and interfaces implemented in its 

core. This dedicated technology is used by the so-called C-ITS concept (Cooperative Intelligent 

Transport Systems) to increase traffic safety and efficiency.  

Messages received are temporarily stored in a complex database (the LDM); all incoming messages 

must go through a chain of standardized processes in order to allow data extractions. Similarly, 

message generation also needs to follow a wide set of rules. As an example, CAMs are periodically 

ōǳƛƭǘ άƘŜǊŜ L ŀƳέ ƳŜǎǎŀƎŜǎΣ ǇŀŎƪŀƎŜŘ ƛƴ ǎŜǾŜǊŀƭ ƭŀȅŜǊǎ ƻŦ ƘŜŀŘŜǊǎ ŀƴŘ ŎƻƴǘŀƛƴŜǊ όŜΦƎΦ, the security 

header contains information about the signer). DENMs are triggered upon an event (e.g., a defined 

message received over the CAN bus). It uses the same set of lower layer functions, but might require 

different configuration (e.g., a high priority DENM will be dealt with differently than a normal one. 

Figure 4 and Figure 5 show the two basic configurations V2X stack, LDM and applications may be 

deployed in a vehicular system. Both configurations will be investigated (one configuration for a 

specific use case). 
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Figure 4: In-vehicle V2X software Stack architecture 

 

 

Figure 5: Alternative in-vehicle V2X software Stack architecture 



 

 

 
    D4.1 ς Specification of Connected Vehicle System 

 

 

 

¢Ƙƛǎ ǇǊƻƧŜŎǘ Ƙŀǎ ǊŜŎŜƛǾŜŘ ŦǳƴŘƛƴƎ ŦǊƻƳ ǘƘŜ 9ǳǊƻǇŜŀƴ ¦ƴƛƻƴΩǎ IƻǊƛȊƻƴ нлнл 
research and innovation programme under grant agreement no 732319 

Page 24 of 69 

 
 

 

 

Figure 6: ECU secured message 

EU secured message 

V2X messages considered by the project (CAM, DENM, MAP and SPaT) are all broadcast messages, 

which are signed but not encrypted (see Figure 6). There is no communication link which is 

established, thus an ITS station will not know who receives the messages. DENM messages have the 

possibility to multi-hop from one node to another by using advanced GeoNet algorithms and 

functions, but the current set of applications do not trigger such messages. CAMs repetition rate 

follows various rules, e.g., if channel congestion is high, the rate is lowered, and while the rate is 

increased if vehicle dynamics change fast (e.g., a vehicle driving on a constant speed is sending fewer 

CAMs then a vehicle turning and/or accelerating). 

The Stack implements layers defined by the ISO/CEN/ETSI/IEEE/SAE ITS architecture. In general, it 

covers functionality between the transmitting medium and the applications. The main building 

blocks are interfacing towards sensors (e.g. GNSS module) and transmitters (e.g. IEEE 802.11p radio), 

Network protocols, Management, Security and Facilities towards Applications.  

Table 2 intends to identify the main standard references. 

Table 2: V2X Communication Standards 

Type Standard 

Safety Applications ETSI TS 102 637-1, ETSI TR 102 638 

Cooperative Awareness Message (CAM) ETSI EN 302 637-2, TS 102 894-2 

Decentralized Environmental Notification Msg. 
(DENM) 

ETSI EN 302 637-3, TS 102 894-2 

Signal Phase and Time message (SPaT) ETSI TS 103 301 

Road Topology messages (MAP) ETSI TS 103 301 

Local Dynamic Map (LDM) ETSI EN 302 895 

Security layers and functions ETSI TS 102 940, ETSI TS 102 941,ETSI TS 102 942, 
ETSI TS 102 731,ETSI TS 103 097 

V2X access layer (ETSI G5) IEEE 802.11p, ETSI ES 202 663, ETSI EN 302 663, 
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ETSI EN 302 571 

Basic Transport Protocol (BTP) ETSI EN 302 636-5-1 

GeoNetworking ETSI EN 302 636-4-1, EN 302 931 

 

The Stack follows a modular approach in general: all protocol instances, services and other functions 

are identified as different modules. Modules are grouped into vertical and horizontal Layers. From 

bottom up, the following groups exist. The hardware dependent adaptation layers offering hardware 

independent upper interfaces, Network Layer, Facility Layer, and the Local Dynamic Map. The 

vertical layer(s) are Security and Management, while Applications sit on top of all other Layers. 

Security functions 

An ITS Station is able to verify that a given message is authentic by using the PKI (see dedicated 

Section 6 ς άtYL ŜƴǘƛǘƛŜǎ ŀƴŘ ŦǳƴŎǘƛƻƴŀƭƛǘȅέ). The PKI also enables the use of pseudonym certificates 

and pseudonymity, which guarantees that all identifiers, used by V2X, of a vehicle are changed 

during a given trip (e.g., physical address). 

The Stack applies the security headers shown on the picture above, i.e., Figure 6. It is made following 

the standard protocol as shown below, i.e., Figure 7. 

 

 

Figure 7: Protocol for message signatures and verification 
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5.2 Road Side Unit architecture   

 

 

 

Figure 8: High-level view of the Road Side unit (top), and detail about internal architecture of the Road side unit (bottom) 

 

The high-level view of the connected vehicle system with details about the road side unit is shown in 

Figure 8 (top) while the same figure (bottom) details the internal architecture of the Roadside ITS 

station (R-ITS-S). R-ITS-S is the gateway between the C-ITS-S and vehicles ITS G5 (V-ITS-S). The R-ITS-S 

receives and sends data from and to the C-ITS-S and also from vehicles. Some data is processed and 
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stored within the R-ITS-S, before being transferred. The R-ITS-S can be installed at a road works 

safety trailer or any other mobile device, for a mobile solution. It can also be installed inside the 

existing outstations at the gantries on the highway (fixed solution).  

The R-ITS-S communicates with vehicles passing by via ITS-G5. It has the possibility to decode and 

encode C-ITS messages sent and received using the IEEE802.11p communication technology. The R-

ITS-S has one interface to the C-ITS-S and another interface to the V-ITS-S (toward the vehicle), 

which is based on C-ITS specifications (e.g. ETSI-DENM, ETSI-CAM).  

The R-ITS -S contains the ETSI ITS G5 ς stack implementation (ITS access technology layer, ITS 

network & transport layer, ITS facility layer, ITS application layer). Through the application layer it is 

possible to access the ITS facility layer (ITS-G5), which contains the interfaces to the C-ITS-S. 

For the data transfer to the C-ITS-S, an existing private IP network (e.g. fiber optic- or cellular 

network) will be used. The communication between the R-ITS-S and the C-ITS-S is done via an IP 

based connection initiated by the R-ITS-S. This means the C-ITS-S is always the OCIT-C (Open 

Communication Interface for Traffic Control Systems) Server and the R-ITS-S will always be the OCIT-

C Client. A VPN tunnel is used to secure the communication link in case the communication is over 

internet. The C-ITS-S server may be the VPN Server and the R-ITS-S the VPN Client. Table 3 reports 

examples of R-ITS-S functionalities and their definition. 

 

Table 3: R-ITS-S Examples of functionalities and their definitions 

# Functionality Definition, Example 

1 R-ITS-S management/maintenance ¶ Configuration 

¶ Logging 

¶ Monitoring 

¶ Remote access 

¶ Firmware update 
2 Data processing ¶ Aggregation of CAM 

¶ Filtering to eliminate duplicated 
messages received from V-ITS-S 

¶ Logical functionalities 

3 Interfaces 

¶ R-ITS-S <> C-ITS-S 

¶ R-ITS-S <> V-ITS-S 

¶ Receive DENM and CAM from V-ITS-S 

¶ Send aggregated and special CAM to C-
ITS-S 

¶ Receive DENM and SPAT/MAP data 
from C-ITS-S 

¶ Send DENM and SPAT/MAP data to V-
ITS-S 
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4 Security PKI management  
(authentication, anonymization, 
legitimation) 

The functionality of the system component PKI 
(certification authority) is not yet standardized 
for all the messages. There is a proprietary PKI-
server implementation existing within the C2C-
CC consortium.  
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5.3 Cloud-based service architecture 

This section will detail the logical architecture of the cloud-based services. 

5.3.1 Central ITS Station 

 

Figure 9: C-ITS-S logical architecture 

 

The Central ITS Station (C-ITS-S), see Figure 9, is the core component of the C-ITS system. The C-ITS-

S is connected on one side (input) to the urban/interurban traffic management center (TMC) and to 

the traffic light controllers (TLC), and on the other side (output) to one or more roadside-ITS-stations 

(R-ITS-S), to a V-ITS-S interface based on a web service for the provision of 3G/4G-messages and to 

the TT Cloud infrastructure. 

The general concept of the C-ITS-S system is designed in a way that new modules can be easily 

connected without changing the general architectural concept of the system.  

The C-ITS-S has one interface to the R-ITS-S, one to the TTCloud, another interface to the V-ITS-S, in 

addition to those with TCC and TLCs, see Figure 8. As mentioned before, the communication 

between the R-ITS-S and the C-ITS-S is done via an IP based connection initiated by the R-ITS-S. 

The C-ITS-S is responsible for the accurate provision and delivery of the information to the V-ITS-S. 

The mechanisms that make available the information to be shared by several communication 

channels are developed and implemented within the C-ITS-S. It also supports the management of 

security mechanism of the system (e.g., access to the PKI). 

The functionality of the system component PKI (certification authority) is not yet standardized and 

not yet implemented. The idea is possibly to enable the retrieval of PKI certificates by the C-ITS-S, to 

implement security across the system.  
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The data generated by the C-ITS-S (i.e., DENM, SPAT) can be delivered directly to the V-ITS-S through 

on ITS WEB server. The Communication between the WEB server and the C-ITS-S is done via an IP 

based Link initiated by the WEB server. This means that the C-ITS-S is always the OCIT-C Server and 

the WEB server is the OCIT-C Client. Table 4 reports examples of C-ITS-S functionalities and their 

definition. 

 

Table 4: C-ITS Examples of functionalities and their definition 

# Functionality Definition, Example 

1 Basic System Functionality e.g. architecture, modules like user interface, graphical 
representation of map, archive, user management, 
Device management/maintenance 

2 Logging, archive e.g. logging of sent and received messages (interfaces: 
TMC, TLC R-ITS-{Σ Χύ 

3 Interfaces 

¶ C-ITS-S <> TMC 

¶ C-ITS-S <> TLC 

¶ C-ITS-S <> R-ITS-S 

¶ C-ITS-S <> TTCloud 

¶ C-ITS-S <> V-ITS-S 

¶ C-ITS-S <> Certificate 
Authority 

¶ Receive DENM and special CAM from V-ITS-S 

¶ Receive aggregated and special CAM from R-

ITS-S 

¶ Send DENM and SPAT/MAP data to R-ITS-S 

¶ Send DENM and SPAT/MAP data to V-ITS-S 

¶ Send DENM and SPAT/MAP data to TTCloud 

¶ Receive SSM data from TLC/TMC 

¶ Receive unplanned events from TMC 

¶ Send SRM data to TLC 

¶ Retrieve authorization ticket from Certification 
Authority 

4 Data processing Message processing and management: e.g. message 
generation/reception, processing of traffic information 
and traffic data / CAM data reception/processing.  

5 Performance, Hardware Hardware infrastructure and system architecture to 
ensure a proper function of the system even during 
peak periods. 

6 Security PKI management  Yet to be implemented.  
The functionality of the system component Certification 
authority is not yet standardized.  

7 Data dissemination Location based message distribution. 

 

 

5.3.2 TomTom Cloud Services architecture 

TomTom Cloud Services are designed to maximize independence between the different services 

provided, so that customers may be enabled to consume services suiting their needs without 
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imposing the requirement to utilize the full stack of TomTom services. This means that each service 

must be designed to work independently of ƻǘƘŜǊ ǎŜǊǾƛŎŜǎ ƛƴ ¢ƻƳ¢ƻƳΩǎ ǎǘŀŎƪΤ ŦƻǊ ŜȄŀƳǇƭŜΣ ŀ ƭƛǾŜ 

traffic service must be able to work for customers with different map versions and even maps from 

different vendors. ¢ƻ ōŜǘǘŜǊ ŎƘŀǊŀŎǘŜǊƛȊŜ ǘƘŜǎŜ ǎŜǊǾƛŎŜǎΣ ŀ ǎǇƭƛǘ ōŜǘǿŜŜƴ άƭƛǾŜ ǎŜǊǾƛŎŜǎέ ŀƴŘ 

άbŀǾ/ƭƻǳŘέ ǿƛƭƭ ōŜ ƳŀŘŜΦ 

 The general high-level architecture of TomTom cloud services can be seen in the following diagram, 

i.e., Figure 10. 

 

Figure 10: High-level TomTom cloud architecture 

 

In the following, this diagram will be further detailed. 

TomTom live services ς Traffic and travel information (TTI) 

TomTom live services enable consumers to develop applications based on real-time data aggregated 
by TomTom from traffic probes and fused with third party data. Traffic and travel information is then 
made available to end users through TPEG, which can be carried via any mean of connectivity a 
vehicle may have available. 

In the use cases specific to SAFERtec, TTI cloud servers may source third party data such as DENM 

and SPAT/MAP data from a C-ITS-S to generate a traffic light profile. This data, fused with other 

information sourced by TTI servers, may then be delivered to the on-board units running NavKit, 

¢ƻƳ¢ƻƳΩǎ ƴŀǾƛƎŀǘƛƻƴ ǎƻŦǘǿŀǊŜΦ ¢Ƙƛǎ Řŀǘŀ Ƴŀȅ ōŜ ŘŜƭƛǾŜǊŜŘ ǘƘǊƻǳƎƘ ¢t9D ƻǊ ŀƴȅ ƻǘƘŜǊ ƳŜŀƴǎ ƻŦ 

ŎƻƳƳǳƴƛŎŀǘƛƻƴ ŀǾŀƛƭŀōƭŜΣ ǘƻƎŜǘƘŜǊ ǿƛǘƘ ƻǘƘŜǊ ǊŜŀƭ ǘƛƳŜ ƛƴŦƻǊƳŀǘƛƻƴ ǇŜǊǘƛƴŜƴǘ ǘƻ ǘƘŜ ŘǊƛǾŜǊΩǎ 

location, profile and requested services ς such as traffic jam warnings, traffic flow information, 

weather information, and so on. 
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The TTI services utilized for SAFERtec will have an interface with the C-ITS-S through a web-service 

!tLΣ ŀǎ ǿŜƭƭ ŀǎ ŀƴ ƛƴǘŜǊŦŀŎŜ ǘƘǊƻǳƎƘ ǘƘŜ ǾŜƘƛŎƭŜΩǎ h.¦ ǘƘǊƻǳƎƘ ¢t9DΦ ¢ƘŜ ŎƻƴƴŜŎǘƛƻƴ ǘƻ ǘƘŜ ǾŜƘƛŎƭŜΩǎ 

OBU may be through Wi-Fi, cellular connectivity, or any other connectivity means available to the 

ǘŀǊƎŜǘ ǇƭŀǘŦƻǊƳΦ ¢ƘŜ ¢¢L ǎŜǊǾƛŎŜǎ ǿƛƭƭ ŀŘŘƛǘƛƻƴŀƭƭȅ ƘŀǾŜ ŀ ŎƻƴƴŜŎǘƛƻƴ ǘƻ ¢ƻƳ¢ƻƳΩǎ ǿƻǊƪƛƴƎ 

ŘŀǘŀōŀǎŜǎΣ ǘƻ ŜƴǎǳǊŜ ŀŎŎŜǎǎ ǘƻ ¢ƻƳ¢ƻƳΩǎ ƘƛǎǘƻǊƛŎŀƭ ŘŀǘŀΦ 

TomTom NavCloud 

NavCloud services are a set of comprehensive APIs that enable clients to create, store, organize and 

use across all navigation end-points (in-dash devices, web browser, mobile devices) data that has 

personal meaning to the end user. Such data includes, but is not limited to, user locations, 

itineraries, tracks, points of interest collection, personal user preferences (language, locale, etc.), 

historical data and more. This personal data is stored in a reliable and secure manner and in 

conformance with global and local laws.  

NavCloud services are based on client-server architecture, see Figure 11. The server, composed of 

the APIs responsible of handling the personal data, is deployable to most commercial VPS (e.g., AWS 

or Azure). Complementing NavCloud server, NavCloud Client Libraries act as clients, being 

responsible for connecting, authenticating and synchronizing personal user data at the request of a 

specific navigation endpoint. 

 

Figure 11: TomTom NavCloud architecture 

 

NavCloud services are provided in an application-independent and map-independent way in order to 

enable interoperations between the uǎŜǊǎΩ different connected navigation clients (such as mobile 

companion applications, in-dash devices and web applications). NavCloud also provides wide range 

of client libraries so that clients can access this functionality from different parts of the stack.  

All endpoints that require personal data shall always have access to the user personal data, if 

properly authenticated, however connection cannot be guaranteed in all situations. Therefore, 










































































