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Abstract

SAFERtec proposes a flexible and efficessturancdramework for security and trustworthines
of Connected Vehicles and VehiteX (V2X) communications aiming at improving the cyl
LIKeaAOltf &aSOdnNARiGe SOz2aeadsSy 2F a02yySOiSi
techniques, developmentethods and testing models for efficient assurance of security, se
and data privacy of ICT related Connected Vehickand V2X systems, with increas
connectivity of automotive ICT systems, consumer electronics technologies and teler
servicesand integration with 3rd party components and applications. The cornerston
SAFERtec is to make assurance of security, safety and privacy aspects for Connected
measurable, visible and controllable by stakeholders and thus enhanoinfgdlenceand trust in
Connected Vehicles.
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Executive Summary

The objective of SAFERtec is to design and validate a flexible security asdtaamesork for

/| 2yySOGSR +SKAOf Sao ¢t2¢6 NRa GKFG SyRX 2tn RS@S
G2 SylrofS GKS FTNIYS@g2N]lQa GFHfARIGA2Yyd ¢KS [AY 2-
work; namely, to (1) design and specify tRAFERtec hardware and software architectures, including

relevant components, communication means and interfaces, for the reference connected vehicle
system; and (2) introduce the motivation and rationale for the design and specification decisions

made on @ch part of the envisioned and designed architecture.

In order to properly design and specify the connected vehicle system, all requirements and needs
emerging from the use cases of interest for the SAFERtec project, detailed in the Deliverable D2.1

A % 4 A x

G/ 2yySOiGSR =+ SKA Davebeenkdhsideredabdsémmaraed in the initial sections of
this deliverable, aiming at highlighting aspects that are relevant for the architecture design choices.

From a practical point of view, the reference conregttsystem designed and specified in this
RSt AGSNIotS oAttt 06S AYLESYSYGSR FyR NBFEATS f
Y2RdzZ S60X ¢ndo O6aLYLX SYSyiGlriArzy 2F  w{| aas
6aLYLXE SYSyUiPartymMpoy OI2FA 20ya | yR { SNBAOS&aé¢0d ¢K2a$s
5St A@SNIo6fS 5ndH 6daz2RdzZ Sa I ¥ N20) whllelithe @drkiohtRey & 2 F

FAYILIE ¢ndp 64/ 2yySOGSR +SKAOES {2aidSY LyianSANI A2

A ¥ 4 A x
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The herein introduced architecture of the connected vehicle system will be (later) considered in the
LIN2E2SO0G (lFal ¢pdo 66/ 2YLRAAGS 9@l fdzr GA2ye€03 (2
Evaluation of SBFW (i SO ! & & dzNJ ga&Sc ICN2 W SHee2mN] d G ! &a dzNF yOS CNJI
The prescribed connected vehicle systehence will provide the means towards the evaluation of

the SAFERtec assurance framework.

The present deliverable is mostly meant as adgline for the implementation of hardware and
software components of the reference connected system considered in SAFERtec. The starting point
is a summary of requirements and technical aspects about the use cases of interest for SAFERtec.
Then, the envisned overall connected system architecture is presented. Subsequently, security
aspects involved in vehicular communications are reported and summarized in terms ebfstaée

art. All relevant (hardware and software) components, communication intesfacel protocols are

then detailedwhile associated risks and relevamitigation plans are detailed ithe Appendix Al

Finally, the conclusions of the final section summarize the deliverable content and highlight relevant
points of the deliverable content.
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1. Introduction
¢KS LINBaSyid 58StAOSNIGES 5nom SydAadt SR a{LSOAFAOD

2tn @g2N)] 2y (GUKS da/2yySOGSR SKAOfS {e2ailiSYyé¢ LINBa
+SKAOES {2aidSY {LISOATAOI A2y &ignp thet dchitectrré faddd S NI 0 f
specifications of a reference connected vehicle system. This designed reference system is to realize

the use cases of interest of the SAFERtec project that are described in the deliverable D2.1
6a/ 2yySOGSR +8Ke).OfS | asS /I asSa¢

In more detail, this deliverable specifies the architectared all theinvolved components (e.g.,

embedded devices, on/othoard units, and vehicle networks) of the three main actors constituting

the connected vehicle system: the vehicle (platforrhg toad side unit and the cloud infrastructure.
Furthermore, it sheds some light on the involved pukly encryption and certificates needed to

secure the exchange of data. Detailed descriptions of the hardware components and software
modules availablén the connected vehicle system are provided together with brief mentions to the

adopted communication mean (ITS G5 and cellular technology) and the adoptsdhiahe)
communication protocols (with relevant security controls highlighted). Finally, thefames to

facilitate the communication between all above modules and the hosted applications are introduced

in this deliverableln the Appendix A1l we elaborate on the risks that pertain to the architecture and
technologies we herein proposed. We roughly estimate the possibility of their occurrence, assess

their impact and highlight mitigations plans for eaaftthe identified risks

1.1 Purpose of the Document

The document seeks to specify and design both the hardware and software architecture of the

refererOS { ! COwWGiSOQ O2yySOGSR @OSKAOfS agadSy GKbFid g4
furthermore validate the proposed assurance framework. In more detail, the document the design

and the specifications of the “vehicle, the road side unit and th&® party cloud infrastructure

architecture as well as the way in which these components (of the connected vehicle system)

communicate.

1.2 Intended readership

Besides the project reviewers, this deliverable is addressed to any interested raadePyU
dissemination level).

1.3 Inputs from other projects

No input from other projects was considered during the compilation of this deliverable.

1.4 Relationship with otherSAFERTE{2liverables
I RSLISYRSyOe SEraila o0Si06SSy (KAA& net&dfVveht® Nkeot S |y
/I'asSaé¢ oacuvs NBEFGSR (G2 2tH 0awSTSNBYyOS az2RSf
details the use cases of interest for the SAFERtec project that have to be realized by means of the
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reference connected vehicle system which igdfied and designed in this deliverable. Relevant
aspects about such use cases are summarized in Section 3 of this deliverable (see below).

¢tKS O2yGSyid 2F (GUKAa RSEAGSNIofS gAaff AYLI OG 240
Systend Ondactlit designs and specifies the reference system that will be physically realized in D4.2
6daz2RdzZ Sa IyR ! LI AOlFIGaaya BYR/ZAYVUSOWNBRSRSKYOBS
I 2y ySOG SR + SKWM22)f A8ditignallg, dhsS daliverable will alsmpact the deliverable

Spdn 04/ 2YLIRaAldS 9@FtdzZd GA2Yy & M36){ telatédwtdo SMP5 | a & dzN.
6a! 3adz2NF yOS CNIYS@2N)] 9GLftdzr lA2yé0 aiayoS Al RS
serve as the basis for the assurance frameworkuatain tasks

QX
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2. Connected Vehicle System

The advent of ICT technologies and the spreading of digital computers have completely changed the

way we live and interact. The number of services enabled by such technolagefactsis pushing

the digitalizaion of vehicles and interconnection of vehicles giving rise to the emerging paradigm of

G/ 2yySOUSR @OSKAOES aeaisSvyaéo ¢KS 0O2yySOUSR OSKA
physical system comprised by higlelguipped infrastructureconnected velcles with numerous

third-party components.

The involved connected vehicles can dynamically retrieve information on road events/conditions,
such as traffic data or weatherconditions and thus, significantly improve driving safety and
efficiency. Having iplace a communication channel between vehicles and infrastructure enables
the deployment of totally new services utilizing information collected by the infrastructure (or other
peer-vehicles). Eventually, vehicles will-lomger act as isolated actors; el will befor instance
enabled to cross intersections without the need of traffic lights or human intervention and/or exploit
notifications received by dedicated infrastructure (or peehicles) towards better traffic
management.

In upcoming or neafuture driving scenarios, the need to perform more complex manoeuvres

without the driver intervention would require taking the control of engine, braking and steering
a2aidsSya T NP YomuaakEThReNdew Sadbidies clearly B S (1 KS @SKAOf S
surface and may realize new dangers in terms of safety and privacy for the drivers. The connected
vehicles would expose the -irehicle systems (i.e., dedicated V2X hardware and applications) to

remote attacks at distances that maange from several meters (through Bluetooth and-Rfito

hundreds of meters (with DSRCAGS technology) or even under an unlimited range (with the

cellular connectivity).

In view of the numerous security solutions that become relevant under thiadigm, SAFERtec will

lay the basis for assessing the confidence that the involved security needs are fulfilled. It will
propose a flexible and efficient assurance framework for security and trustworthiness of connected
vehicles and V2I communications. Thvay to realize an instance of the considered connected

vehicle systeno G K & gAff &SNS | a4 GKS owilldé discuFsedNd thieKS T NJ
following sections of the document.
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3.{!' CO9wu S0O0Qa dzasS Ol asa
The SAFER&t selected useases are the startingoint for this deliverable. The project has carefully
selected a set of automotive use cases on the basis ofcséfeality, usefulness and problem
tractability (see D2.1 for detailed comments on the selection @eje Having these useases
realized using a prototype vehicle, dedicatastidrt and long rang&2Xcommunication technology
and RSU) hardware as well as a number of relevant applications (e.g., infotainmentbatma

etc.), the project seeks to createrealistic environment to test and validate the introduced security
assurance framework.

Out of numerous instances of V2I communications the project will focus on a limited yet challenging

aSh GKFG YlFe SAGKSN Ay@2t @6ith arkRSUoOVEK & cblidBael 02 Y Y dz
service (sedrigurel for indicative illustrations). An effort to identify usases that lend to both

types of V2I communications (i.e., RSU and cloud) has been taken. Their comparative study can
provide the progct with useful hints on the way that different communication technologies

influence the involved levels of security assurance

=k [l S EE
(=)
pr— CEET 555 B — . ! e—
[ G — (. E . B
o ¥ e
(a) (b) (c) (d)

Figure 1: Indicative illustration of the SAFERtec wseses: (a) optimal driving speed advice, (l)vision of reatime
information, (c) priority request and (d) clodzhsed route planning

When the above useases are considered under a Wépkcifications standpoint, then a number of
requirements become relevant for the connected vehicle system arctoite; they are highlighted

in the following suksections together with a brief presentation of the involved scenario realised in
the corresponding usease. A detailed description of each SAFERtec-asse together with
explanatory diagrams of all involdeentities and communication means, appear in the deliverable
5HdM 0G4/ 2yySOGSR +SKAOES !'asS /lFrasSa FyR I A3K [S
introduce the SAFERtec use cases by mainly highlighting relevant requirements
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3.1 The (ptimal DrivingSpeedAdvice

The first SAFERtec usase relates to informative messages received by the connected vehicle and
used for more efficient and safe mobility. A traffic light status can be digitally communicated to the
connected vehicles either through shednge communication (V2X, V2I) protocas cellular
connectivity (see Figure 1 - a), utilizing cloudbased services. Relevant messages may contain
intersection geometry and signal identifiers as well as timing information for each light signal. Using
this information, ehicles may calculate thieehaviorfor the traffic lightphasesin their path (and
compute anappropriate speed at which the vehicle will reach the intersection at the beginning of
the next green phage

The considered usease requires:

9 The vehicle to be able to establish communication channels with the infrastructure

I The RSU and clotimhsed services to be enabled to transmit relevant messages (SPaT, MAP,
TPE&ncoded messages)

9 The connected vehicle to receive the above messagesmadable arappropriate process
for them

1 Dedicated software (i.e., Vehicle Safety Application) to trigger a relevant notification (that
will include all needed information e.g., optimal speed)

1 A-relevant directive/notification to be projected to the drivéhrough an HMI system).

3.2 Provision of Reallime Traffichazard information

The second selected usase includes the retrieval of refine warnings and traffiélow
information which typically takes place on motorways, major roads and/or central-ditteroutes.

There, a connected vehicle may receive V2X based information on hazardous road events either
from an RSWr alternatively use clouthased serviceseeFigurel - b).

Road events such as a traffic jam or hazardous incidents can be detected by traffic management
centersor cloudbased intelligence and a relevant notification can be available at the RSU or cloud
server. The usease isrealizedwhen the ITSystem (which avails the information) establishes a
connection with the connected vehicle (and the appropriateéhicle application).

The considered usease requires:

1 Aroad event can be detected by the infrastructure

1 The vehicle to be able to establisbmmunication channels with the infrastructure (i.e., RSU
or cloudbased services) and the available OBU to receive relevant message®ENM)
published by the infrastructure

9 Dedicated software processés control and verifythe (DENM oif PE@ncoded) messages
and trigger a relevant notification (if the information is relevant for the-egbicle)
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1 The relevant reatime traffic (V2Xbased or TPE@ncoded)warningsto be projected to the
driver (through an HMI system)

3.3 Priority request inintersection crossing

The priority (of emergency vehicle) in crossing an intersection can be digitized and thus become
safer and more efficient. The priority can be requested and assigned by some responsible entity to
the appropriate (emergency) vehicle idhthe rest (of the involved vehicles) can be notified to give
priority. This scenarig¢seeFigurel - c) constitutes the third SAFERtec us#se which igxpectedto

involve an RSWehicle communication type.

A local central ITS Station can maintain a registry of connected vehicles in its area of control. The
emergency vehicle will communicate its priority request to the local ITS station which subsequently
communi@tes the right to drive for each lane to all vehicles (V&PaTnessage)

The considered usease requires:

I An ITS station and RSU batld to avail and process information of connected vehicles
approaching the intersection

1 An emergencyehicle to be able toequest priority rights (to the local ITS station)

1 The RSU and baekd functionality to support priority assignment and communication of
the corresponding priority§PaJ messages

1 The relevantacknowledgment (for granted priorityights) to be sent to the vehicle and
projected to the driver (through an HMI system)

3.4 Privacypreserving route planning and navigation

The last considered usease relates exclusively to the use of clsbed services anitlis selected
especially for the privacy issues that are involvEde scenario protocdkseeFigurel - d) includes
the selection of adestinationby the user. This nyabecome possible employirgg web or smar
phone application. Then, a navigation device in the car is synchronized by abeleedl service to
provide thedriver with a suggested route.

The considered usease requires:

1 A web or smart phone application tmmmunicate with the dedicated clotgkrvice
9 Cellular connectivity in order for the-wehicle navigation application to import the selected
route
1 Dedicated softwardinfotainment or other HMI application) to provide the driver with the
relevant directies/information (e.g., route and redime traffic situation) through the
dedicated navigation device
T i€t 1020S AYTF2NXIGA2Y Fi26 (G2 NBaLISOG OSNII A\
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The following sections of the deliverable will detail the SA€E€bnnected vehicle system and how
the proposed architecture is designed to meet the3¢ 8 Sa Q NXBIj dzA NBYSy i ao

4. Highlevel view of the Connected Vehicle System

The use cases discussedtlie previous section (Sect. 3¢ ! C9 wii S O Q& fordgées tw® & S &
channe$ of communication:

1 V2VI/V2Ic Vehicle to Vehicle and Vehicle to Infrastructure communication based on ET& ITS

The European Telecommunications Standards InstitutETSI (sedETSI, 2017and (ETSI
Automotive Intelligent Transport Systems, 201adt) additional details) defines thEuropean set

of protocols and parameters based on the IEEE 802.11p stanidfi@rdhortrange WiFi standard
(based on the IEEE 802.11 standard) for vehicular communicttainsupports low latency
communication between vehicles and infrastructure enabling safefyted, time-crucial
cooperative ITS applications. The communication between these actors helitdnse free
bandwidth without the need of any centralized infrastructuféne authenticity, integrity and
authorization check of the messagés required to perform reliable cooperative awareness
applications.The standard concerns a connection with a Security Management System allowing
vehicles to sign and verify the messages by mean of certificates emitted from a trusted
authority. The commuitation channel for the update of the certificatean be the traditional

Wi-H or the cellularconnectivity andshall berenewedperiodically {entatively on yearly basis)
Internet connectivity is required jusfor certificate update not for signing overifies the
messagesThe same channel could be used also the send over the air updates and update of
untrusted vehicles.

1 Cloud Connectivity

The evolution ofablet andsmartphonegogether withthe almostdiffusedavailability of cellular
connectivity albwed the proliferation of several services into automotive wopddch as parking
availability services, traffic information services, and electronic payment applications, among
others. The number of services is growing day by dayusuiallythey were notdesigned todeal

with automotive safety concernstherefore they are thepreferred way to perform attacks to
vehicle equipment.

In Figure 2 is reported the architecture of the vehicle and all the actors involvedtha
communication
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Figure2: Vehicle connected to the world.

The vehiclegvV2X generic mbes)are able to exchange information about their position, trajectories
FyYyR 2y &2YS$S SEIGSydiie 2umn infddtbreSanil, Qccelesatinl ¢ngdgedybrake,
and so onyia ITSG5 protocol The infrastructure can install some Road Sid&Stations(RITSS) to
collect the sameinformation from the vehicles andiceversato disseminatedata regarding
dynamic changes of normal road rules: changes of speed limit or road geometry (cheglteorkor
any other eventlor to disseminate timesanyjing information such as thtrafficlights phases. The
Roadside ITS statioR{TSS) are controlled bya managemententer(Central ITS Staticor GITSS)
through wired networkor cellular conection;in this way the road operators can collect rtiahe
information from the vehicle equipped with IT&5 connectivity and can also disseminafecific
warnings in case of dangehs an examplethe approaching emergency vehicle coualdange the
traffic-light phasedo prevent vehicles from accessing an ingmson. The ITS55 channel has been
designed keepingnimind the security constraintderefore there is not additional need to design
specific data protection for these messag&se vehicle requires tbe conneced to the cloud to
access to other information: the certificates necessary to sign the V2X messages shall be periodically
updated. The certificates shall be downloaded from the Security Management System-FisoWi
cellular connectivityThis communications available from CaCar¢ CommunicationConsortium
service but the process is not standardized. yet

In addition thereare some other clouebased services: the vehicle can retrieve live information

relevant to navigation services (such as live traffiormation) from the TomTom cloud via cellular
O2yySOUGAGAGRT AY FRRAGAZ2Y G2 OKI G-IT9Slv@a zellutat & 2 L2
connectivity. Not only can a connected vehicle retrieve information from live online services, it can
alsoacaa Of 2dzR aSNIAOSaA (i 2favérile AeNtiBatidds ar driden itinerRidh @S NI &
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may be stored in TomTaméloud services. The current destination may be synchronized from the
GSKAOft SQa yI@AalriArz2y h.'! G2y I 0§02 YRINY B3 WD & LIAJY A QJ
information is highly privacgensitive. Additionally, there is not a uniquely recognized
authentication system or API to register to these services therefore the security assessment is
necessary to protect the car from paske attacks
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5. Detailed view of the Connected Vehicle System

This section describesthe invehicle components that allow the proper implementation of the
connected vehiclesTypicallyon-board-unit (OBU$ are connected to one or more Controller Area
Network (CANbus) following the standards I1S018981 and ISO 11898 (Kvaser, 2017)In the
network there isall the information that the vehicle collexfrom its sensors: accelerations, speed,
brake engagements, ABS and ESC triggering, diagnostjaddtso onThe CAN bus is characterized
by broadcast communication: the source, the destination and the content of the mes&sages
classifiedby any haders. The OBUs identifies the relevant messabasing on known message
structure. In the modern vehicle these packets are the input soutceperform autonomous
activation ofbraking or steering wheeh order to provide ADAS functionality. The introdoat of
connected vehicles represents a new threat for this system in terms of security: without the
connectivity an attackeattempting to get the control of the vehickhall physically access thar to
compromise the actuation systemss(ch as the brakp systemor longitudinal and lateral
controller). For this reasonOEMSs are introducingnto their vehicle networks CAN gateway modules
to isolate the OBUs with safety functionality from the one with remote interactions. In addition to
that, this node can alsononitor the traffic betweenthe two CAN bus to detect anomalies into
normal workload

In the current project he V2X OBU, the HMindroid and the Safety Aplication components are
connected to external source of information thereforeethhave been placeihto a dedicated CAN
bus beyond the vehicle CAN networkar@lard Ethernet network(IEEE 802.3) is also available to
connect these boardssince some useases require cloudonnectivity to obtainupdates or
information from remote serges. Concerning the interaction with the driver there are two possible
HMIs available, both solutions are based on Android implementation: the integrated Ardikdid
HeadUnit and the applications running into Android smartphone connected to cafiV\Whemain
difference between the two HMI is thdahe HeadUnit can read hazardhessages or sensor data
directly from the dedicated CAN buln Figure3 is reported the invehicle architecture withthe
description of each module right below
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Figure3 In-vehicle components.
Inthe SAFERTE®ototype there are the following OBUs connected with external components:

1 CAN Gateway
The CAN Gatewayodule is responsible to provide the vehicle signals necessary to the V2X OBU
to generate the CAM messages. The module is equipped with two CAN networks in order to
provide isolation between the connected components and the internal automated vehicle. OBUs
The first one is connected to the internal vehicle CAN bus, here circulate the dynamic
information of the vehicle such as speed, accelerations, steering wheel amgleso on.The
CAN gateway filter out the V2V relevant signal convert them into a nessage database
available to the V2X OBU, these messages are finally sent out to the dedicated CAN bus.
communication from the dedicated CAN bus into the internal CAN network is required for the
selected usecases. The CAN Gateway will also check anesmaf CAN traffic to detect
anomalies to the expected daféow.

1 V2X OBU: Vehicle To Everything On Board Unit
Thisunit is responsible of théT SG5communication As reported irSectiordd a5 S Af SR @A S

GKS [/ 2yySOiSR the Sdhitlenll Somfunigaiedityi &uthorized useronly and
with well-defined messages that the vetles and the infrastructure are authoreo transmit.
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The ITS55 standard is design to guarantee the integetyd authenticityof all the messages.

The security stack of the V2X module requires certificates to sign and verify the V2X esgssag

for this reason themodule is connected to the Ethnet HUB Certificates can be dowloaded

from internet network via WikFi or 3G/4G cellular connectivity, or can be retrieved raffirom

PC or smartphone applicatiofheO2 yy SOG A2y A& &aLR2NIRAOY AlGQa y2
connected tathe Security Management Component.

Themessages sent frotie V2X OBUnust be fed wih the vehicle dynamic data; theskata are
generated from the vehicle sensors and are available into the vehicle CAl$ibae.the V2X

node could be connected to the externadjents it cannot access directly tioese signals but

must getaccesgo them through a CAN gateway. The CAN gateway is responsible to filter out
the signals that are necessary to the V2X OBU from all the other CAN messages available into the
vehicle netvork. In addition to that it can also perform an abstraction of the original data into a
different data format to hinder the originatructure. The V2X OBU can also wi@&N messages

into the dedicated CAN bus: these messages camsbd from the HMI Headnit or the Safety

APP modulé¢o interact with the driver oto developthe specific safety application

1 AndroidHMI, Head Unit Human Machine Interface
This module representhe interface of the vehicle with the drivein case of dangers due to a
possble collision it may trigger an acoustic signal or display some hazard ligbt the
infotainment display. The HMI can also provide infotainment service such as the satellite
navigation or for instancethe parking availability service. In moderehicks, this node could
hosta WiFi access poirdand Bluetooth to communicatg A 0 K & Yl NI LK 2y S | LILIX A Ol
growing the cellular connectivity availability to obtadlgnamicupdate about traffic conditions,
point of interests or specific serviceskéi e.g., parking availability or gasoline priceg)he
OStftdzZ  NJ O2yySOGAGAGE A& LI NLAOdz I NY & ONRGAOLI
channes that allow to remotely acceds the car everywhere seamlessly without the need to
physically access the car tr closefollow the driver.Traditionally the HMI is installed into the
head unit where the user can interact to customize the vehi@@aviorand ADAS systems
therefore ths module is connected the CAN bus. For the reasons mentioned above the HMI
module is heavily exposed to attackensorethan any other OBU into the vehicle.

1 Safety Application
This module collestthe data obtaied from the V2X OBU aridentifiesif any danger could arise
FNRBY (GKS ad2NNRBdzyRAY3I @OSKAOf Sad ¢KAA Y2RdzZ S R
network: it just communicatewith the V2X OBU and the HMRotentially could benefit with the
connection to the Ethernet HUB to trigger specificrmags to the HMI module or to external
users (call the rescue in caseboéakdown or any other issue).

1 Ethernet Gateway
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The V2X OBU and the Safety APP OBU require the internet connectivity to access to remote
services or to retrieve update§he project requires also a connection with a smartphone to
communicate with the driver-or these reasons the vehicle is equipped wiimdard IEEE 802.3
Ethernet gateway (not Automotive Ethernet) which providesso WiFi and 3G/4G cellular
connectivity The OBUs in specific usase can exchange information via TCP/IP or UDP streams
but the traffic shall be regulated by propeolation/security mechanisn{e.g., see Section 8)
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5.1 In-vehicle architecture

A V2X Softwar Stack is a piece of software, which enables a system to transmit V2X (Vehicle to
Vehicle/Roadside/etc.) messages using standardized protocols and interfaces implemented in its
core. This dedicated technology is used by thecaited GITS concept (Coopdree Intelligent
Transport Systems) to increase traffic safety and efficiency.

Messages received are temporarily stored in a complex database (the BIDMfoming messages

must go through a chain of standardized processes in order to allow data éstracSimilarly,

message generation also needs to followviae set of rules. Asin example, CAMs are periodically

odzAf i GKSNB L FYé YvYSaal3aSasz LI O]+ IS Rhekeguritp S PSS NI f
header contains information about the sigr). DENMs are triggered upon an event (eagdefined

message received over the CAN hiisuses the same set of lower layer functions, but might require

different configuration (e.ga high priority DENM will be dealt with differently than a norma¢ o

Figure4 and Figure5 show the two basic configurations V2X stack, LDM and applications may be
deployed in a vkicular system. Both configurations will be investigated (one configuration for a
specific use case).

A K% ¢CKAAd LINP2SOG KIFIa NBOSAQGSR TFdzy RAy Page2of69
be research and innovation programme under grant agreement no 732319



W\
J)J

&

SAFER

D4.1¢ Specification of Connectédehicle System

APl interface (LDM - Safety Apps)
Local Dynamic Map / Fusion Logic
API interface (Stack core - LDM) ’§
o
V2X Facilities Layer = £ |z
(CAM, DENM, MAP, SPAT) = g E
Za | g
£9 =
V2X Network Layer (GN,BTP) | &5 2
Y f Ss =
x
™
Hardware Adaptation Layer ’
HW interface (Stack core - OBU) |
- T 3 HSM
~L V2Xif || CANif || GNSS || T HMI
T | v2XoBU Infotainment
(Autotalks) (CRF/TT)
+ Speedadvisory ||
notification Can-bus
+ SafetyRelated APl interface (LDM - Safety Apps)
applications Car - Cellular
(real-time traffic Data Safety Applications uplink
info)
« RWW -
(Commsignia)
. GLOSA/Priority AU (CRF)
request
Figure4: Invehicle V2X software Stack architecture
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Figure5: Alternative n-vehicle V2X stfiare Stack architecture
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Figure6: ECU secured message
EU secured message

V2X messages considered by the project (CAM, DENM, MAP and SPaT) are all broadcast messages,
which are signed but not encryptefbee Figure 6). There is no communication link which is
established, thuanITS station will not know who receives the messages. DENM messages have the
possibility to mui-hop from one node to another by using advanced GeoNet algorithms and
functions, but the current set of applications do not trigger such messages. CAMs repetition rate
follows various rules, e.gif channel congestion is high, the rate is loweradd while the rate is

increased if vehicle dynamics change fasg (a vehicle driving on a constant speed is sending fewer
CAMs then a vehicle turning and/or accelerating)

The Stack implements layers defined by the ISO/CEN/ETSI/IEEE/SAE ITS architgetueeal it

covers functionality between the transmitting medium and the applications. The main building
blocks aranterfacing towards sensors (e.g. GNSS module) and transmitters (e.g. IEEE 802.11p radio),
Network protocols, Management, Security and kaes towards Applications.

Table2 intends to identify the main standard references

Table2: V2X Communication Standards

Type Standard

Safety Applications

ETSI TS 102 637ETSI TR 102 638

Cooperative Awareness Message (CAM)

ETSI EN 302 627 TS 102 892

Decentralized Environmental Notification Mg
(DENM)

ETSI EN 302 63/ TS 102 892

Signal Phase and Time message (SPaT)

ETSI T803 301

Road Topology messages (MAP)

ETSI TS 103 301

Local Dynamic Map (LDM)

ETSI EN 302 895

Security layers and functions

ETSI TS 102 940, ETSI TS 102 941,ETSI TS 1
ETSI TS 102 731,ETSI TS 103 097

V2X access layer (ETSI G5)

IEEE 802.11p, ETSI ES 202 663, ETSI EN 302
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ETSI EN 302 571
Basic Transport Protocol (BTP) ETSI EN 302 6361
GeoNetworking ETSI EN 302 6361, EN 302 931

TheSackfollows a modular approach in generall protocol instances, services and otlienctions

are identified as different modules. Modules are grouped into vertical and horizontal Layers. From
bottom up, the following groupsxist. Thehardware dependent adaptation layers offerihgrdware
independent upper interfaces, Network Layer, iyc Layer and the Local Dynamic Map. The
vertical laye(s) are Security and Management, while Applications sit on top of all other Layers.

Security functions

An ITS Station is able to verify that a given message is authentic by using the PKI (see dedicated
Secton6cdt YL Sy idAdASa). ThePKI aBaleyiablésiti yide bf hdeddénym certificates
and pseudonymity, which guarantees that all identifiaused by V2Xof a vehicle are changed
during a given trip (e.gphysical address).

TheSackapplies the security headers shown on the picture abaxe, Figure6. It is made following
the standard protocol as shown belpwe.,Figure?.

Alice v Secured
( ' ( ] Message
@P{ Hash hash Mb‘ Encode
PrivkeylD SigneriD <4—) PKI
(Alice) (Alice)
Bob : : data
|
Secured data Verification
( ) OK/NOK
M»{ Decode }7 - »
. (Alice) [ Ll ;
Signer 7 i Pubkey | <4—— PKI

(Alice) (Alice)

Figure7: Protocolfor message signatures and verification
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5.2 Road Side Unit architecture
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Figure8: Highlevel view of the Road Side uiitp), and detail about internal architecture of the Road side unit (bottom)

Thehighlevel viewof the connected vehicle system with details about the road side isrshown in
Figure8 (top) while the same figurebpttom) details the internal architecture of thRoadside ITS
station (RITSS) RITSSis the gateway between the-ISS and vehicles ITS G5IT\&S). The RTSS
receives and sends data from and to théTGS and also from vehicles. Some data is processed and
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stored within the RTSS, before being transferred. ThelRSS can be installed at a road works
safety trailer or any other mobile device, for a mebgolution It can also be installed inside the
existing outstations at the gantries on the highway (fixed solution).

The RITSS communicates with vehicles passing by via@%SIt has the possibility to dede and
encode ATS messages sent and receiusingthe IEEE802.11p communication technolo@e R
ITSS has one interface to the-ITSS and another interface to the-N'SS (toward the vehicle)
which is based on-O'S specifications (e.g. EDENM, ETSIAM).

The RITS-S contains the ETSI IGS ¢ stack implementation (ITS access technology layer, ITS
network & transport layer, ITS facility layer, ITS application layerpugh the application layeit is
possible to access tH&S facility layefi TSG5), whictcontainsthe interfaces to theGITSS

For the data transfer to the -O’SS, an existing private IP network (eftdper optic- or cellular
network) will be used. The communication between th¢TRS and the €TSS is done via an IP
based connection initiated by the-IRSS. This meas the GTSS is always the OCO (Open
Communication Interface for Traffi€ontrolSystemsgerver and the RTSS will always be the OCIT

C ClientA VPN tunnel is used to secure the communication link in case the communication is over
internet. The ATSS server may be the VPN Server and tH&3$5 the VPN ClienTable3 reports
examples of RTSS functionalities and their definition.

Table3: RITSSExamples of functionalities and their definitions

# Functionality Definition, Example

1 RITSS management/maintenance Configuration

Logging

Monitoring

Remote access

Firmware update

Aggregation of CAM

Filtering to eliminate duplicated

messages received fromIVSS

Logical functionalities

3 Interfaces Receive DENM and CAM fromTSS

1 RITSS <> dTSS Send aggregated and special CAM 10

1 RITSS <>MTSS ITSS

1 Receive DENM and SPAT/MAP data
from GITSS

1 Send DENM and SPAT/MAP data-to \/
ITSS

2 Data processing

=4 =4 (=8 -8 —a -8 -9

=

=a =
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Security PKI management

(authentication, anonymization,

legitimation)

The functionality of the system component F
(certification authority) is not yet standardize
for all the messagesThere is a proprietary PK
server implementation existing within the G2
CC consortium.
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5.3 Cloudbased service architecture

This section will detail the logical architecture of theucl-based services.

5.3.1 Central ITS Station

C-ITS-S

=
&

VPN/HTTPS
HTTPS —

R-ITS-5
Interface

DENM Management

T™C

A

V-ITS-S 3G/AG/HTTPS
Interface

TTCloud | ¥YPN/HTTPS

——  Prio Management  |=== Interface w
Security Management | ”ﬂﬂ

Geo-loc,
dispatcher | distribution

TLA Management R

VPN

TMC/TLC Interface

TLC

Message

Certification Authority

Figure9: GITSS logical architecture

TheCentral ITS Station (OSS) seeFigure9, is the core component of the-lTS system. ThelTS
S is connected on one side (input) to the urban/interurban traffic managemmemer (TMC) and to
the traffic light controllers (TLC), and on the other side (output) to one or more roatiE&#tations
(RITSS), to a MTSS interface based on a web service for the provision of 3@Gié&sages and to
the TT Cloud infrastructure.

The general concept of the-ITSS system is designed in a way that new modules can be easily
connected without changing the geral architectural concept of the system.

The GITSS has one interface to theIRSS, one to the TTCloud, another interface to th&€rgs, in
addition to those with TCC and TLG@ge Figure8. As mentioned before, the communication
between the RTSS and the €TSS is done via an IP based connection initiated by thESS.

The GITSS is responsible for the accurate provision and delivery of the informatiohetd4ITSS.

The mechanisms that make available the information to be shared by several communication
channels are developed and implemented within théTES. It also supports the management of
security mechanism of the system (e access tdhe PKI).

The functionality of the system component PKI (certification authority) is not yet standardized and
not yet implemented. The idea is possibly to enable the retrieval of PKI certificates by T8 Go
implement security across the system.
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The data grerated by the @TSS (i.e. DENM, SPAT) can be delivered directly to tHESS through
on ITS WEB server. The Communication between the WEB server andiB8 S done via an IP
based Link initiated by the WEB server. This means that4i&§€ isalways the OCHC Server and
the WEB server is the OGTTClient.Table4 reports examples of I'SS functionalities and their
definition.

Table4: GITS Examples of functionalities and their definition

# Functionality Definition, Example

Basic System Functionality | e.g. architecture, modules like user interface, graph
representation of map, archive, user manageme
Device management/matenance

[EEN

2 Logging, archive e.g. logging of sent and received messages (interfa
TMC, TLC-RS{ £ X0
3 Interfaces 1 Receive DENM argpecial CAM fromATSS
T GITSS <>TMC 1 Receive aggregated and special CAM frem R
T CGITSS<>TLC ITSS
T CITSS <>RTSS f Send DENM and SPAT/MAP data43 &5
T CITSS <> TTCloud 1 Send DENM and SPAT/MAP data43'S5S
T GITSS <>MTSS 9 Send DENM and SPAT/MAP data to TTClou
T g&;}sjitj Certificate ¢ Receive SSM data from TLC/TMC
1 Receive unplanned events from TMC
1 Send SRM data to TLC
1 Retrieve authorization ticket from Certificatior
Authority
4 Data processing Message processing and management: e.g. mes

generation/reception, processing of traffic informatic
and traffic data / CAM data reception/processing.

5 Performance, Hardware Hardware infrastructure and system architecture
ensure a proper function of the system even dur
peak periods.

6 Security PKI management | Yet to be implemented.

The functionality of the system component Certificati
authority is not yet standardized.

7 Data dissemination Location based message distribution.

5.3.2 TomTom Cloudervices architecture

TomTom Cloud Services are designed to maximize independence betheafifferent services
provided, so that customers may be enabled to consume services suiting their needs without
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imposing the requirement to utilize the full stack of TomTom serviths means that each service

must be designed to work independently 8f1 K SNJ a SNIZA OSa Ay ¢2Y¢2YQa ai
traffic service must be able to work for customers with different map versions and even maps from
different vendors.¢ 2 6 SGGSNJ OKIF NI OGSNRAT S (KSasS aSNWBAOSa:x
Gbl @/t BA&RRE 0S YI RSO

The general highevel architecture of TomTom cloud services can be seen in the following diagram
i.e.,FigurelO.

[ canpriver ] [ canpiver ]

AN

| Infotainment CAN |

[ CAN |

3rd Party
Content

FigurelQ: Highlevel TomTom cloud architecture

In the following, this diagram Wbe further detailed.
TomTom live services Traffic and travel information (TTI)

TomTom live services enable consumers to develop applications based ¢imedhta aggregated

by TomTom from traffic probes and fused with third party data. Traffic and travel information is then
made available to end users through TPEG, which can be carried via any mean of connectivity a
vehicle may have available.

In the use cases specific to E&tec, TTI cloud servers may source third party data subiBs/

and SPAT/MAP dataom a CGITSS to generate a traffic light profile. This data, fused with other
information sourced by TTI servers, may then be delivered to thbaamd units running Navk
¢C2Y¢2YQa yI@GAILGA2Yy az2Fdol NBe ¢KAa RFEGEFE YIF& 0S
O2YYdzy AOF A2y T @FAflIoftSY (23a3SHGKSNI gAGK 23G§KSNJ N
location, profile and requested servicessuch as traffic jam waimngs, traffic flow information,

weather information,and so on

A ¢CKAAd LINP2SOG KIFIa NBOSAQGSR TFdzy RAy Pagelof69
S research and innovation programme under grant agreement no 732319



—_
@‘B @w
SAFER

D4.1 ¢ Specification of Connectédehicle System

The TTI services utilized for SAFERtec will have an interface withITi8SGhrough a welservice

l'tLY a ¢Sttt a Fy AYyGSNFIFOS GKNRAAK BSKADS SQGET !
OBU may be through Wi, cellular connectivity, or any other connectivity means available to the
GFNBSG LIEFTGF2NYe® ¢KS ¢¢L aSNWBAOSE gAff | RRAGA:
RFiGFrolasSasx (G2 SyadaNB 00Sadaa (2 ¢2Y¢2YQa KAal2NRC

TomTom NavCloud

NavCloud services are a set of comprehensive APIs that enable thenéate store, organize and

use across all navigation eqints (in-dash devices, web browser, mobile devices) data that has
personal meaning to the end user. Such adahcludes, but is not limited to, user locations,
itineraries, tracks, points of interest collection, personal user prefereifleaguage, locale, etc.),
historical data and more. This personal data is stored in a reliable and secure manner and in
conformance with global and local laws.

NavCloud services are based on clisatver architecturg seeFigurell. The server, composed of

the APlgesponsible of handling the personal data, is deployable to most commercigeMP3WS

or Azur§g. Complementing NavCloud server, NavCloud Client Libraries act as clients, being
responsible for connecting, authenticating and synchronizing personaldasarat the request of a
specific navigation endpoint.

Figurell: TomTom NavCloud architecture

NavCloud services are provided in an applicaiimiependent and majindependent way in order to
enable interoperations between thed S Milefent connected navigatioglients éuch as mobile
companionapplications, irdash devices and web applications). NavCloud also provides wide range
of client libraries so that clients can access this functionality from different parts of thie stac

All endpoints that require personal data shall always have access to the user personal data, if
properly authenticated, however connection cannot be guaranteed in all situations. Therefore,
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