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LƳǇǊƻǾƛƴƎ ŎƻƻǇŜǊŀǘƛǾŜ ǎŜǊǾƛŎŜǎ Χ

ÅQuality

ÅTrustworthiness L5Traffic 
Automation
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5ƛŦŦƛŎǳƭǘƛŜǎ Ҕ {ȅǎǘŜƳǎΩ ǉǳŀƭƛǘȅ ǾŀǊȅ ϧ vǳŀƭƛǘȅ ƛǎ ŜȄǇŜƴǎƛǾŜ 
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Onboard support systems vary in quality



5ƛŦŦƛŎǳƭǘƛŜǎ Ҕ {ȅǎǘŜƳǎΩ ǉǳŀƭƛǘȅ ǾŀǊȅ
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Quality of participant > cooperative service



5ƛŦŦƛŎǳƭǘƛŜǎ Ҕ {ȅǎǘŜƳǎΩ ǉǳŀƭƛǘȅ ǾŀǊȅ Ҕ Iƻǿ ǘƻ ƻǾŜǊŎƻƳŜ ǘƘŀǘΚ
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Cooperativesystemessentials

ÅCommon setagreement
(of minimumrequirements)

ÅQuality Assurance

ÅMaintainingtrust (enforcingquality)



5ƛŦŦƛŎǳƭǘƛŜǎ Ҕ {ȅǎǘŜƳǎΩ ǉǳŀƭƛǘȅ ǾŀǊȅ Ҕ wŜǎƻƭǾƛƴƎ ōȅ ŎƻƳƳƻƴ ǎŜǘ ƻŦ ǊŜǉǳƛǊŜƳŜƴǘǎ
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Commonset agreementfocusareasexamples

ÅDeploymentprofiles

ÅPositionand time
(ETSI EN 302 890-2)

ÅServicesfor Day2: CPM



5ƛŦŦƛŎǳƭǘƛŜǎ Ҕ {ȅǎǘŜƳǎΩ ǉǳŀƭƛǘȅ ǾŀǊȅ Ҕ wŜǎƻƭǾƛƴƎ ōȅ ǉǳŀƭƛǘȅ ŜƴŦƻǊŎŜƳŜƴǘ
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Quality enforcementexamples:

ÅMisbehaviordetection

Verification 
against rules

Anomaly
detection

Reportedvs
measured



5ƛŦŦƛŎǳƭǘƛŜǎ Ҕ {ȅǎǘŜƳǎΩ ǉǳŀƭƛǘȅ ǾŀǊȅ Ҕ wŜǎƻƭǾƛƴƎ ōȅ ŎƻƳƳƻƴ ǎŜŎǳǊƛǘȅ ŀǎǎǳǊŀƴŎŜ
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Securityassurance

ÅAssureinitial & updatedsystemqualityand...

DevelopAssuranceframeworkto
increasespeedand reducecost



Difficulties > Quality is expensive > Resolving by setting up assurance framework

14

21
Media 

Partners 

Modeling of V2I use-cases
Use-cases, attack modeling, risk analysis & security controls

Development of the connected-vehicle system 
Prototype vehicle with 3rd party HW/SW connected to infrastructure 

Design of a Security Assurance Framework 
Considerably Enhance the most credible security assurance framework
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Evaluation of the framework just started



Difficulties > Quality is expensive > Resolving by enhancing assurance framework
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